HNuadopManmnoHHaa NaMATKA JJIA O0YJIAIOIIXCA 1A pa3dMenle HUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxxabIM I'OJIOM MOJIOAEKHU B HNHTEPpHETE CTAaHOBUTHCA 6OJ'IBIJ_I6, a IIKOJIBHUKHW OAHHU U3
CaMbIX aKTUBHBIX I10JIb30BaTe/ el PYHeTa. Memy TEM, IOMHNMO OI'POMHOI'O KOJIM4YECTBa
BOBMO}I(HOCTeﬁ, HHTEPHET HECET U HpO6J’IeMbI. dTa mamsaTKa AO0JI2KHA ITIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KomImbroTepHbBIE BUPYCHI

KommbioTepHBIT BHUpPyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpPaMM,
OTJIMYUTETLHOU OCOOEHHOCTHIO KOTOPOU SBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHl MOTYT TOBPEJUTh WU MOJHOCTbIO YHUUYTOXKHUTH BCE
daiibl ¥ AaHHBIE, TOAKOHTPOJIBHBIE ITOJIB30BATENI0, OT HMMEHH KOTOpPOTOo ObLia
3amyllleHa 3apak€HHasdg MPOrpaMmMa, a TakKe MNOBPeJUTh WM JlaKe YHUUYTOXKHUTH
ONEpPalMOHHYI0 CHCTeMYy cO BceMH aillaMu B 1ejJioM. B OOJIBIIMHCTBE CiIydaeB
pacIpoCTpaHAITCA BUPYCHI Yepe3 NHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX IPOTPAMM:

1. Mcnonp3yil coBpeMeHHbBIE OllepalliOHHbIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTogHHO ycraHaBauBail mavTH (Iu@pPOBBIE 3aIUIATKHU, KOTOPhIE aBTOMATHUYECKH
YCTAaHABJIWBAIOTCA C II€JIBI0 JIOPAOTKM IMPOTrpaMMbl) W Jpyrue OOHOBJIEHUS CBOEH
omepanuoHHOU cucteMbl. CkaumBal UX TOJIBKO ¢ OQUIIMATHLHOTO caiiTa pa3paboTumKa
OC. Ecu cymiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE IO TPaBaMHU II0JIb30BATEI, 4 HEe aJ]MUHICTPATOPA.
ITO He MO3BOJIUT GOJIBIIMHCTBY BPEIOHOCHBIX MIPOTPAMM WHCTAJITUPOBATHCS HA TBOEM
MIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Vlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOIYKThI U3BECTHBIX ITPOU3BOIUTEEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UIECKUU JIOCTYN K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosp3yll BHellIHHe HOCUTeIU UHQpoOpMaIuu, Takue Kak (Jemika, Auck uin gaiian
U3 UHTEPHETA, TOJIbKO 13 NpOo¢depeHHBIX HCTOUHUKOB,

7. He oTKpbIBall KOMHbIOTepHBIE (ailIbl, MOJyYeHHbIE U3 HEHAJEKHBIX MCTOUHUKOB.
Haxe Te daiiyibl, KOTOpble MPHUCJIal TBOU 3HAKOMBIN. JIydllle yTOUHU Y HETO, OTIPABJIAI
JIX OH Tebe uX.

Cetu WI-FI

Wi-Fi - 510 He Buj Nepefjauym JTAHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIh OPEH/, MapKa.
Eme B 1991 roay HuAepsaHJcKas KOMIIAaHUA 3aperucrpupoBaia 6penzs; « WECA», uro
obosHauano cioBocodyetanne «Wireless Fidelity», koTopsiii mepeBoauTCA Kak
«0OecrpoBOHAS TOUHOCTH».

Jlo Hamero BpeMeHH /IolLIa Jipyras ab0peBuaTypa, KOTOpas ABJISETCA TAKOU Ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JAHO ¢ HAMEKOM Ha
CTaHAApT BBICIINK 3ByKOBOU TexHuUku Hi-Fi, 4To B mepeBojsie 03HAYaeT «BBICOKAS
TOYHOCTB».



Jla, OecITaTHBIN MHTEPHET-ZIOCTYN B Kade, OTeJIAX U a3POIOpPTaX SABJIAETCA OTIMIYHOU
BO3MOXXHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrme 3SKCOEepThl CUYWUTAKOT, YTO
obmenoctymabie Wi-Fi ceTu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 0€3011aCHOCTH PaboTe B 00IIeAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYH HWHMoOpManuio depe3 obmenoctymable Wi-Fi ceTu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMEePa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem cambIM ThbI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnbpzoBanmu Wi-Fi otrimoun ¢yuknuio «O6muil goctyn k daiiam u
npuHTepam». JlaHHasg QyHKOUA 3aKphlTa 1[I0 YMOJIUYAHUIO, OJHAKO HEKOTOphIe
MIOJIb30BATEIN AKTUBUPYIOT €€ JJIA y/100CTBA UCIIOIb30BaHUSA B paboTe wiau yuebe;

4. He ucnionpsyit nyoamunsiii WI-FI 14 mepeziaum JIMIHBIX TAHHBIX, HATIPUMED JJIS
BBIXO/Ia B COIJMAJIbHBIE CETU WUJIN B 3JIEKTPOHHYIO I10YTY;

5. Unonwp3yil Toibko 3amuiieHHoe coequHeHue yepe3 HTTPS, a we HTTP, t.e. npu
Habope Beb-aspeca BBOAYM UMeHHO «https://»;

6. B wmob6mipHOM TestedoHe OTKIOUM GyHKOHI «Ilogkimoyenme k  Wi-Fi
aBTOMaTHuYecKu». He /moIyckail aBTOMaTHYECKOTO MOAK/IIOUEHHs YCTPOMCTBA K CETSAM
Wi-Fi 6e3 TBoero corsacusi.

ConuasibHbIe ceTu

CornasyibHble CETH AaKTUBHO BXOZAT B HAIIY KU3Hb, MHOTHE JIIOJIH PAaOOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3aperucTprupoBaH MUJLTUAP/T YETIOBEK, UTO SIBJISIETCS
OJIHOH ceIbMOM BCEX KHUTejied IIaHeThbl. MHOrme II0JIb30BaTe M He MOHHMAIOT, YTO
nHopManus, pa3MelleHHAass UMH B COIIMAIBHBIX CETAX, MOXKET ObITh HaljeHa H
HCIIOJIb30BaHa KEM YTO/THO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsSX He JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinan CBOI YacTHYIO KU3Hb. He ykaspiBail maposu, TeaedOHBI, agpeca, JaTy
TBOETO POXJEHUA € [APYIyI0 JWYHYI0 HHQOpPMANUio. 3JI0YMBIIUIEHHUKA MOTYT
HUCHOJIb30BaTh Aa)ke WHQMOpPMAIMI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amuIiai CBOI0 PeIyTaIuio - IEPKU €€ B UUCTOTE U 33/laBaii cebe BOIIPOC: XOTeJl ObI
TBI, YTOOBI APyTHe M0JIb30BaTeN BUEJIN, UTO Thl 3arpyxkaems? [Togymaii, mpex/ie uem
YTO-TO OIYOJIMKOBATh, HAIIUCATD U 3aTPy3UTh;

4. Ecu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3YH CBOE PEaIbHOE
UM U JPYTYIO JUUHYI0 HHQOpMALNU: UM, MECTO KUTEIbCTBA, MECTO yueObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie Tl N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIPE/IETUTH TBOE MECTOIIOJIOKEHHE;

6. [Tpu perucrpanuu B COIUATFHOU CETH HEOOXOAUMO UCIIOJIH30BaTh CJI0KHbBIE ITAPOJIH,
cocrosye U3 OykB U U@P U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM CeTH, MOYTHI U JIPYTUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh PA3HBIE
maposia. Torga ecau Tebs B3JIOMAIOT, TO 3JIOYMBINIJIEHHUKH MOJIyYaT JHOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJIGKTpOHHbIe A€HbI't

OIeKTPOHHBIE JIEHBI'M — 3TO OYEeHb yOOHBINM cHoco0 IIaTe:ked, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHbTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HENABHO M MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu xe OHM (PYHKIMOHUDPYIOT U O HHUX YK€ IPOIHUCAHO B 3aKOHeE, IJle UX
pa3AendT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U He aHOHUMHBIe. PazHuIla B TOM, 4TO
aHOHUMHBIE - BTO Te, B KOTOPBIX paspelniaercsi IPOBOAUTH omepanuu 0Oe3
WJIeHTU(PUKAIUY I10JIb30BaTesIsA, & B HEAHOHUMHBIX HJEHTH(UKAIUU I10JIb30BaTesIA
SIBJIsIETCS 0053aTeIHHOM.

Taxske ciiefyeT pa3jandarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbrH (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE HedHaTHbIE IeHbI'H (He PABHBI FOCYAAPCTBEHHBIM BAIOTAM).

OcHOBHBIE COBETHI 10 OE30ITACHON PaboTe C AJIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHbBIN TesieOH TOMOKET, eCJIU 3a0yZellb CBOM
IUIATEXKHBIN ApOJIb UJIH 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Mcnosnb3yil ogHOpa3oBble maposiu. Ilocie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIHIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKK WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxHBIA maposb. [IpecTymHukam OyZeT He MPOCTO YrajaTh CJIOXKHBIN
naposib. HazieskHbple maposii — 3TO MapoJiv, KOTOpble COZlep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, APl U HECKOJIHKO CHUMBOJIOB,
TaKMe KakK 3HaK /I0jy1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHAA MOYTa — 3TO TEXHOJIOTUA U MPEJIOCTABIsAEMbIE €10 YCJIYTU TI0 TepPechlIKe
U TIOJIYYEHHUIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPbIE PACIPEIE/AIOTCS B KOMITBIOTEPHOU
cetu. OOBIYHO JJIEKTPOHHBIM IIOYTOBBIA SAIIUK BBIIVIAAUT CJIEAYIOMAM 00pa3oMm:
UMS_TI0JIb30BaTeNIA@UM_IoMeHa. Tak:ke KpoMe Iepefjlayy IPOCTOro TeKCTa, UMeeTCA
BO3MOXKHOCTbH TIEpPEe/IaBaTh (DamiIbl.

OCHOBHBIE COBETHI 10 O€30ITACHON PaboTe € 3JIEKTPOHHON TOYUTOM:

1. Hazo BIOpaTh mMpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEINIb W KTO
TIepBBIN B PENUTUHTE;

2. He yka3pIBail B JIMYHOU mouTe JINYHYIO HHpopMaruio. Hanmpumep, jrydiie BRIOpATh
«MY3BIKaJIbHBIN_(haHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcnosb3y# ABYXATAITHYIO aBTOPU3AIUI0. ITO KOT/Ia IIOMHMO apOJIs HY>KHO BBOJUTD
KO/JI, IpUChLIaeMbIH 110 SMS;



4. Bpibepu cJIOKHBIN maposib. [ KaXkIOro IMOYTOBOTO SIIIIUKA JOJIKEH OBITh CBOU
HaJIe>KHBIU, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIA BOIPOC, UCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnb3yil HECKOJBKO IOYTOBBIX ANIUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JEKTPOHHBIN a/ipec He HaJ/I0 UCI0Ib30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBaii aiiyibl U JIpyryue BJIOXKEHUS B MHUChMAaX JlasKe €CJIM OHU MPHUIILIN OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocite okoH4YaHWsA PabOTHI HA MOYTOBOM CEPBUCE TEPE] 3aKPBITUEM BKJIAJKU C
caiToM He 3a0y/Ib Ha’KaTh Ha « BRIATH».

KubepOy IMHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TpecyiefloBaHWE COOOIEHUSMHU, COAEPKAIMNMMH OCKOpPOJIEHUS,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COI[UATIbHOE OOMKOTHPOBAHHE C IOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He Opocatics B 60M. Jlyumuid cmocob: IMOCOBETOBAThCS KaK ce0s BeCTHU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCsI, TO BHAUYaJIe YCIIOKOUThCS. EC/IM ThI HAUHENIh OTBEYATh
OCKOPOJIEHUSIMH HAa OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa30kKIKellb KOHDIIVKT;

2. YrpasJisi cBoel KubepperyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAasd. CYH_IGCTBYIOT CITOCOOBI BBIACHHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTn XyIMraHCKUi 0O6pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTETHHO;

5. Coburoait cBOY BUPTYaIbHYIO YECTh CMOJIOZY;

6. VrHopupyél eguHUYHBIN HeratuB. OJIHOPa30BblE OCKOPOUTEJbHBIE COOOIEHUS
JIydliie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTa/TNH;

7. BaH arpeccopa. B mporpaMmmax o0MeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKU COODIIIEHHH C OITPE/IeIEHHBIX aJIPECOB;

8. Ecim TBI cBuzerenp KubepOysuimHra. TBOWM JeWCTBUA: BBICTYIIUTh IPOTUB
npecjiefioBaTesis, IIOKa3aThb €My, UTO €ero JIeHCTBUS OILIEHUBAIOTCS HEraTUBHO,
MOIEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

Mob6ubHBIH TeedoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEpPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIMOHAN, © Temeph OHHU MOTYT KOHKYPHUPOBAaTh CO  CTAI[MOHAPHBIMU
KoMmIbioTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJ1s1 OJIOOHBIX YCTPOMCTB ITOKA OUE€Hb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IPOUCXOAUT He TaK MHTEHCUBHO, KaK JIJIf
ITK, To >ke camoe KacaeTcs U MOOWJIbHBIX IPUI0KEHUH.



COBpeMeHHI)Ie MOOHJIbHBIE 6pay3ep1>1 yVXKe IIpaKTU4eCKH [JOTrHa/Ii HACTOJIbHbIE
AdHaAJIOTH, OJHAKO paCIIupeEHUue (I)YHKIII/IOHaJIa BJIEUET 3a COOOH 6OJII)H.Iy}O CJIO?KHOCTDb U
MEHBbIIYIO 3alllUIINECHHOCTD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30ImacHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

1. Huuero He sBjsAETCA IO-HACTOAIIEMY OeCIIaTHBIM. By/ib OCTOpDOKEH, Beb KOTa
Tebe mpesIaraloT 6eCcIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IIATHBIE
YCIIyTH,

2. Jlyma#i, mpexkjie uem otupaButh SMS, ¢oTo wiu Buzeo. Thl TOUHO 3HAEIID, T/IE OHU
OyAyT B KOHEUHOM HTOTE?

3. Heo6xo011M0 0OHOBJIATH ONlEpAllIOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vlcniosb3yii aHTUBUPYCHBIE IPOTPAaMMBI /IJI1 MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy»xail npusioKeHus1 OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpPEZIOHOCHOE IIPOrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOTO Kak ThI BBIMJEIIH C CAlTa, I/le BBOAWII JIMYHYI0 UHGpOpPMAaIHIo, 3alU B
HAaCTPOUKHM Opaysepa H yziaau cookies;

7. llepuogruecku MpoBepsAl Kakue IJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMepe;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth momxeH OBITH BBIKJIIOUEH, KOT/Ja Thl UM He IOJb3yelrbcs. He 3abbiBaii
WHOT/Ia TPOBEPSATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBATHIBAIOIIUE DPa3BJIEUYEHMUS,
00beIUHSAIONINE COTHU THICSY YEJIOBEK IO BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIDYTOM, BBITIOJHSIOT 3aJJaHMsA, CPAXKAIOTCA C MOHCTpAMHU H
MOJIy4alOT OIBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: IOKYHAKOT JKCK, OIUIAYUBAIOT
abOHEMEHT WJIU TPUOOPETAIOT KAKUE-TO OIIIHH.

Bce aTtu cpezcrtBa uAyT Ha NOAJep:KaHME U pa3BUTHE UTPHI, a TAKKe Ha CcaMy
0€30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBIITyCKAIOTCSA HOBBIE MTATIH
(mudpoBeIe 3aIUIATKH JJ15 POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOUT oOIlacaTbCA HE€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KpPaXXH
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCTE€Mad aBTOPU3aAllNK OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ecotu ipyroii urpok BezieT ce0s MJI0X0 WM co3/aeT Tebe HENMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)KEUIYIL/'ICH AAMHUHHUCTPpATOPAM HWIPDbl Ha IIJIOX0€ IIOBEAECHHE OTOI'O HUIPOKAa,
JKeJiaTeJIbHO ITPUJIOZKUTDb KaKKhe-TO JOKa3aTE/IbCTBAa B BUZI€ CKPDHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkall Ipyrux y94acCTHUKOB I10 UTPE;

5. He ycranaBimBayi Heo(puIuabHble TATYHN U MOJIBI;

6. Mcnosib3yli C103KHBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTpHl HE CTOUT OTKJIIOUATh aHTHUBUPYC. Iloka ThI Urpaemib, TBOM
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO HE YAWBHUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKH IIEPEMECTHJINCH B UHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsl «JTIOOUMBIM» JIEJIOM.

Tak mosiBUJIacCh HOBAasi yrpo3a: HUHTEPHET-MOIIIEHHUYECTBA WJIU (DUIIIMHT, TJIaBHAS I€JTh
KOTOPOTO COCTOUT B TIOJyYeHWH KOHOUAEHIMAJIbHBIX JTAHHBIX II0JIb30BATEJIEH —
JIOTUHOB | naposieii. Ha anriuiickom si3bike phishing unraercsa kak pumwunr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPEE;

2. Hcmosp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcnonp3yii ciokHBIE U pa3Hble mapoyu. Takum ob6pa3om, ecyiu TeOsA B3J0MAIOT, TO
3JIOYMBINIJIEHHUKY MOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B310MAasu, TO HEOOXOUMO MIPEeAYIIPENUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMJIM U, BO3MOXKHO, OT TBOETO
“MeHHU OyZleT pacchblIaThCA CIIaM U CCHUJIKU Ha (DUIITMHTOBbIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU cOXpaHeHUe ImapoJisi B Opaysepe;

7. He oTkpbiBail Qaiiyibl U JIpyryue BJIOXKEHUS B MHUCbMaX Jla’ke ecjId OHU MIPHUIILIN OT
TBOUX Jipy3el. JIydlle yTOUHUM Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (aiibl.

Mudposasa penyranusa

[Mudposas pemnyTtaius - 3T0 HeraTUBHAasA WM MO3UTHUBHAA UHQOpMaIs B ceTU O Tele.
Komnpomerupyomiasga uadopmanus pasMellleHHas B HHTEpHETe MOKET CePhe3HbIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIX (popmMupyeTcs 3 nHGOpManuu o Tede B HHTEPHETE.

TBoe MecCTO JKUTEJIbCTBa, Yy4yeObl, TBOe (UHAHCOBOE IIOJIOKEHUE, OCODEHHOCTH
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIIMBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINU B
VHTepHeTe, HE TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jla’ke He CMOKEIIb JI0TalaThCsl
0 ToM, uTo ororpadusi, pa3MellleHHas 5 JIeT Ha3ajl, cTajla IPUUYUHON 0TKa3a MPUHSATH
TebOs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOuX ¢oTorpaduili W JApyrue JIEHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Iolajga JU OHAa B MOWUCKOBBIE CHCTEMBI W COXpaHWIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Tebe OKpy»Kalolee JIIOAU, KOTOPblE HAUAYT U YBUAAT 3TO.
Haittu mHGOpPMAIIUIO0 MHOTO JIET CIIYCTSI CMOJKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHHUeM MPUUYNHUTH BpPe/. ITO MOKET OBITh KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITU(PPOBOU PEIYTAIIUHT:

1. [Tomymai, mpexze uem 4To-TO IIyOJIMKOBATh U TEepefaBaTh y cedsa B Osiore wiid B
COILIAJILHOM CEeTH;

2. B HacTpolikax npoduisg yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro IPOoduiisa U ero
COJIEPKUMOTO, CZleJIald €T0 TOJIBKO «JJIS IPy3ei»;

3. He pa3memaii 1 He yKa3bsIBaii HHGOPMAIHUIO, KOTOPAsA MOXKET KOT0-JI100 OCKOPOJISIThH
WJIA OOMKAaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbBIE IIKOJIBHUKU- AaKTHBHBIE II0JIB30BATENU I[U(POBOTO ITPOCTPAHCTBA.
OJTHaKO JTaJIEKO He Bce 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOXKHOCTAMHU ITU(GPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPaB Ha UHTEJIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMUH «HUHTEJUIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pETEHUIl W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA MPOJYKTHl U YCJIYTU , W 3aKaHUMBasg KHUTaAMH, (otorpadusimu,
KUHODMIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHUE TIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIHbHYI0O COOCTBEHHOCTh Ha IIPOU3BEEHHUS
HAyKH, JIUTEPATypPbl U UCKYyCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KaueCTBE rapaHTUH
TOTO, YTO UHTEJUIEKTYaIbHBIN/ TBOPUECKHUH TPYZ aBTOPa He OyAeT HalpacHbIM, JJacT eMy
CIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HAa pPe3ysIbTaTaX CBOETO TPYZAA, IMOJIYIUTH
M3BECTHOCTH U Tpu3HaHue. HukTo 6e3 paspelieHus: aBTOpa HE MOKET BOCIIPOU3BOIUTH
ero TMpOU3BeJeHNE, PACIPOCTPAHATh, IYOJUYHO JE€MOHCTPUPOBATh, IIPOJIaBaTh,
HMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIMYHO HCIIOJHATH, TOKA3bIBATh/UCIIOHATh B
adupe uim pa3MmeniaTts B IHTepHeTe.

Vcrosp30BaHUe «IMHPATCKOTO» IPOTPAaMMHOr0 oOeclieueHus] MOKeT TPUBECTH K
MHOTHM PHCKAM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPDOBKU TBOETO
YCTPOWCTBA, I7le YCTAHOBJIEHHBIHA HE JierajibHasA nmporpamMa. He cTouT Takke 3a0bIBaTh,
YTO CyIIleCTBYET JIeTaJIbHbIe U OecIIaTHbIE IPOrPaMMBbI, KOTOPbIE MOKHO HAWTU B CETU.

O noptase

CeTeBUUOK.pd - TBOU IJIaBHBIM COBETYMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30IMacHOCTH B CETH IIOHATHBIM U JIOCTYIHBIM SI3BIKOM, a NMPHU BO3HUKHOBEHUH
KPUTUYECKOM CHUTyallud OOpaTUTBhCSA 3a COBETOM. A TakXKe HNPHUHATH YydyacTHe B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKJAHUHOM!






